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Given a choice between dancing 
pigs and security, users will 
pick dancing pigs every time.
- Edward Felten



Goals

● Understand differences in browser warnings
● Analyze if browser warnings actually work in practice
● Recommendations to improve browser warnings



Background

● Browsers are 
ubiquitous, complex, 
and vulnerable

● SSL/TLS (MITM)
● Malware (MITB)
● Phishing











Warnings

● Protect the user (Danger usually ahead!)
● Click-through rate 
● Goal: 0% Click-through rate
● Why click-through?



Subtle differences between Chrome and Firefox

● Chrome requires 2 clicks to bypass warnings.
● Safe browsing list 

○ Chrome loads, then blocks
○ Firefox automatically blocks

● Firefox SSL memory
● Iframe warnings 



Previous Studies

● Sotirakopoulos et al. (2011) – click-through rates 55-80%
● Dhamija (2006) – laboratory SSL warnings – 66% fast 

click-through
● Schechter (2007) – Lab roleplay settings affect security 

measurements!
● Friedman (2002), Jackson (2007) – People can’t determine the 

security of a website



Methodology

● Collected with telemetry
● Release channels for browsers
● Ethics - consenting users allowed 

data to be collected
○ Private data demographics
○ Biased sample
○ Overrepresentation
○ Iframe warnings?







SSL Warnings

● 33.0% Firefox
● 70.2% Google Chrome

Why?

● Number of clicks (1 vs. 3)
● Warning Appearance
● Certificate Pinning (Un-bypassable in Chrome)
● Remembering Exceptions 





People are Cognizant

● People do not view more information
● They do not blindly skip exception



Time Spent on SSL



Implications

● Security warnings are effective
○ Chrome

■ Phishing: 18.0%
■ Malware: 23.2%
■ SSL: 70.2%

○ Firefox
■ Phishing: 9.1%
■ Malware: 7.2%
■ SSL: 33.0%



Recommendations

● Don’t click: towards an effective anti-phishing training. A comparative 
literature review1

● ”I am Definitely Manipulated, Even When I am Aware of it. It’s 
Ridiculous!” - Dark Patterns from the End-User Perspective.2

● Design of Everyday Things - Don Norman

1. (Jampen, D., Gür, G., Sutter, T. et al. 2020)
2. (Kerstin Bongard-Blanchy, Arianna Rossi, Salvador Rivas, Sophie Doublet, Vincent Koenig, and Gabriele Lenzini. 2021.)



● Improving SSL Warnings: Comprehension and Adherence (2015)
● Where the Wild Warnings Are: Root Causes of Chrome HTTPS 

Certificate Errors (2017)

Where Are We Today?



Conclusion

● Malware, Phishing, and SSL are all prominent browser attacks
● Google Chrome and Mozilla Firefox prevent most users from entering these 

sites
○ SSL is still relatively high

● Previous studies have ecological invalidity – this paper offers a more accurate 
way to test browser warning effectiveness in situ

● Human solutions


